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On the morning of February 18, a fire in the subway in the South
Korean city of Daegu rapidly turned into one of the world’'s worst subway
disasters. The official death tol]l stood initially at 133 with scores of
people missing and hundreds reported injured {(WSWS.Org 2003).

At Jeast 23 young children were killed in a fire that swept through a
dormitory at a seaside summer camp southwest of Seoul (CNN 1999).
Arccording to the BBC (1999) Swurvivors and family members of those
killed in the Korean school camp hblaze hawve heen guick to hlame the
tragic death toll on a lack of fire safety equipment

During early August 1398 the Oity of Seowl experienced the worst
flood disaster since the 1987 floods which claimed 381 lives, injured 428

- Koy Wards: governance, risk management, accountability



and affected 151,000 people. On the Hth and 6th of Aungust. a storm
deluged the metropolitan area of Seoul 1 with 620 millimeters of rain,
making it one of the heaviest downpours on record. The resulting floods
and mudslides killed 131 people, left £1 missing and caused damage
estimated at USE 323 million. Several daws earlier, the same storm
cansed flash floods which killed 55 people, left 20,000 homeless and
inundated 55,000 hectares of farmland. These floods were also
accompanied by mudslides  which  engulfed buildings, damaged
infrastructure and triggered an outhreak of disease. Farlier in the vear
the northern parts of the countrv were ravaged Ly floodwaters. the heavy
rains which started towards the end of July culminated in serious
flooding, affecting a wide area. Some 270 people were killed, more than
150,000 people were ewvacunated and damage to property exceeded UUSE
B89 million. Ower 47,000 hectares of farmland were swamped and |arze
areas of the rice crop completely destroved. (IDNDR-ESCAP 1393)

In Cctober 1994 a central section of the Songsn Bridge in Seoul
collapsed under the weight of rush hour traffic. Dozens of wehicles and
their occupants fe]]l into the Han River, 32 people died.

In April 1995 2 gas explosion at a construction site in Tasgu killed
or injured 300 workers and passers-hy.

Two months later in June 1995 Seoul’s Sampoong Department Store
collapsed in the worst peacetime disaster in South Korean history. More
than 500 shoppers were crushed to death and another 900 were injured.

Is the common denominator of al] these tragic stories just bad luck?
Arcording to one source (BBC 1999) in its breskneck race to become a
developed country, critice argue, issues of safety and construction
gstandards fell by the wayside. Thus the BBEQ (1999) notes that some
Koreans calls this the "ppalli ppalli,” or “hurry-up syndrome’: a mentality

of making things work - just - and getting on with the business of
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making money that has been the basis for mmch of Korea's stunning
growth. Jan this explanation be taken seriously? Ask a practicing public
afdminisgtrator in Korea and you are likely to he told that while there is
some truth in the explanation offered by the BBO and some truth about
the bad Juck the real explanation s much more complicated. The
simplistic wiew offered by this world class hroadcasting serwvice iz not
likely to sit well with many Korean public managers. Many of them, and
rightlv so, are likely to argue that the BBO does injustice to Eorea
offering the said explanation since similar, or even worst disasters have
been recorded in other countries during the same period. The following
examples illustrate this point. In Rhode Island {UJSA) 100 life hawe bheen
Jost when The Station Nightclub fire canght in 2003 {Laconia 2003}, in
June 2003 at least eight children hawve heen killed in a suspected gzas
explosion at a boarding school in central Turkey (Annova 2003}, a May
2002 train disaster in the UK resulted in sewvera] fatalities and was
blamed, among others, on privatization (Evatt Foundation 2002) and, in
Juy 2000 Sogo a2 major department store chain in Japan declared
bankruptcy leaving its creditors with hnndreds of hillions of ¥ens.
According to media reports {Landers 2000} just to the Government of
Japan Sogo’s debts exceeded 97 billion Yen (USEI05.2 Million). With
these few examples in mind it seems that we must look for an
additional, and mavbke a more potent explanation of the reason common
calamities happen all over the world or why governments in wvarious
countries are surprigsed again and again by their magnitude. The Big
Blackout of August 2003 that left more than 5Q million people in the
1J5A and CJanada without electricity for few daws is the hot story as this
paper iz written with hlaming fingers pointing in al] directiona.

The argument of thiz paper iz that the missing explanation may hawve

to do with suktle but continuing change in the role of government in



gociety as governing gives way to governance coupled with government
retreat from its traditional regulatory roles. Changes in the glokal and
national economies resnlted in corresponding drastic changes in the
natuwre of governing presenting governments with a new challenge of
managing rigk. The cwrrent paradigm shift from governing to governance
{Halachmi 2003} changes the interface of the gowernments with their
publice bt not thelr responsikility to assure safety and security. Terms
such as accountability, transparency and public interest depict an old
consensus that government must assure and demonstrate an effort to
assure public safet¥. The modern twist iz the willingness of the public to
accept a @ood effort of risk management as a genuwine attempt to secure
property and assure personal safety.

The paper starts with a brief discussion of recent developments that
changed the nature of risk management for public administrators duoe to
globalization, migration from moverning to governance and deregulation.
The paper goes on to review some of the approaches and thinking ahout
rigk management in some countries. The paper concludes that in order to
live up to their obligations and in order to meet public expectations
glected officials and public agencies must pay hetter attention to risk

management.

I. What is the New Challenge of Risk Management?

In order to describe the new challenge facing public managers when it
comes to management of risk we muost first highlight some of the
important, and interrelated, attributes of risk management. First of all,
it iz important to note that there is more than one possikle approach to
managing risk. Thus, for example, Bacearini {(2001:1) offers the fo]lowing

observation:
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Interestingly, whilst moat risk management literature promctes
ik Identification asz the first step of PEM, Standards
Lugtralia

commendably highlights the need te firatly understand the
atrategic, creganizational and project contexts. A kev context i3
the'project context! project scope, scal and objectives {e.g,,
cogt, time, quality) and their relative importance must be
eatablizshed: the link between the project and  the
organization’s strategic

goals and business plans must be understocd,

The implication of this attribute is that evaluating an organization’s
approach to risk, let alone the selection of such an approach is a
complicated process that inwolves more than meets the eye at first
glance.

The second attribute is that risk management is a continuoous
process. 1t involves three critical efforts: 1) identification of what can =o
wrong, 2) judgment calls about which of the identified risks are more
important and which ones are of lesser importance and, 3) dewelopment
and implementation of a strategy for dealing with the more important
risks. These efforts usually utilize the results of a meta-risk-analysis
effort which generates information such as: the cutting off horizon {Dror
1968}, namely the frame of reference for identifving risks for
congideration. The need for such meta analysis, i..e., analysis of the
analysis, is needed since organizations cannot he expected to consider
al]l the possikle risks. The meta analwvsis provides the organization with
an idea about what it must consider and its capacity to do so. Also, the
meta stage produces tentative data about the upper angd Jower risk
tolerance of the organization. This data convey an educated guess ahout

the agency’'s capacity to absorh an interference without a significant



disruption of operations or deterioration of service {product) guality.
Since the external environment is rapidly changing re-assessment of
each stage of the process at regular intervals is a must. Such reviews of
all earlier assessments of risk is called for also when additional insights
and understanding of the production process hecome awailakle. This
attribute, in turn, is making risk management an on going activity that
must not he compromised as Jong as any project, program or policy are
alive.

The third attribute is that while risk management is an internal
management process from the organizational perspective it cannot hLe
fully accomplished without some collaboration with elements in its
external environment. To understand the need for such mininmm leve] of
collaboration we must note that no agency can have ajthe capacity to
meet, prevent, mitigate, or dea]l with a]]l the risks that can threaten
either the quality of given goods {or services) or b) the ability to protect
the process the organization is using to produce them. Following Bridges
{2002) the first kind of risk ¢ ie., the capacity to meet, prevent etc.)
might be lakeled business risk. This term iz used to denote the threats
associated with project [program or policy] not delivering products [or
gervices] which can achieve the expected Lenefits. The second kind of
risk {i.e., the ability to protect etc.) might be labeled project risk to
denote threats to the project [program or policy] being able to deliver the
required products [or services] within time and cost constraints. The
implication of this attribute is that assuring the quality of goods and
gervices or their awailakility requires a proactive effort to collaborate
with other systems or organizations to establish the necessary
cooperative arrangements for dealing with warious contingencies. In other
words, o agency can afford to managed its own affairs in relative

igolation from other organizations.
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With the evolvement of the glohal willage the three attributes of
risk management as discussed abowve transformed the nature or scope of
risk management in general and in the pullic sector in particwlar. To
illustrate this point let me share with vou a personal ohservation. As an
undergraduate student, almost fifty vears ago, 1 was taught that in order
to prepare for any risk concerning the supply of raw material the firm
might pursue wertical integration and acquire its own sowrces. The
example used by the professor to illustrate this point was the New York
Times. Owning its own forests and paper mills, the professor claimed
allow the MNew York Times to secure the supply and cost of the raw
material it needed to print the paper. It does not take mmch to see that
these days such an approach to risk management is Jikely to increase the
exposure of the Mew York Times to risk than to assure the awailability
of the raw material, its guality or price. While the need to secure the
raw materia] did not change for the MNew York Times the nature of the
contingency plans for dealing with warious scenarios where the supply of
paper might he threaten has changed dramatically. Issues of &lobal
warming, indiscriminate burning of forests in some places and mass
harvesting of trees for al]l kind of uses in other places, along with
changes in international and national labor laws, export and import
regulationg and some readers’ preference of the New York Times wirtua)
edition over the printed one imply that the Times needs to come up with
new answers to new risks.

The tragic event of September 11, 2001 underscored the similarity
between the situation of the Mew York Times and MNew York Qity when it
comes to risk management. If the parallels were not clear before, the
developments following the attack highlizhted the need of sovernment
agencies in general, and local anthorities in particnlar, to examine and

review their risk management practices in a more critical way.



As would Le explained Lellow a paradigm shift from governing to
governance  (Mew 1998, Adashead and Guinnl338, Mayntz 2002,
Rhodes1998) is going on. Fir that reason government agencies can no
longer corfine their risk management efforts to a narrow framework that
considers only the risks that may result from their own business process.
The resnlting new challenee of risk management for government agencles
iz the need to meet public expectations and live up to their responsibility
to Le ready to deal with risks to life and property Levond the narrow
scope of government operations. The challenge resulting from this new
need is that government agencies mmst consider a hroader list of risks to
the welfare of the communities they serve when owr common past
experience, let alone their own particular experience, are of ]ittle help or
relevancy. To he sure, the risk management unit of a Jocal anthority, for
example, can no longer limit its scope of operations to addressing only
the traditional risks which may result from operating machinery owned
by the city or igjuries to people on city property. Freparing for the risks
the public may face in areas that uwsed to Le the domain of government
operations in the past {e.g, fire protection, public transportation,
garbage collection, parks or water supply) remains in the public mind the
reapongikility of gowernment as well. Contracting out operationg does as
abgolve local officials from political liakility and accountability issues
even for operations thev do not control. As illustrated by each of the
cages we |igted at the opening of thizs paper the common expectation is
that government would take the necessary steps to assure personal safety
and protect property walues ewven though specific clues or warnings that
governments needs to do so are usually absent. In the public’s mind,
government should hawve anticipated and be ready for any calamity and
with the help of hindsight and the mass media thiz notion is articulated

and expresses again and again fo]lowing natural and man-made-dizsasters
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around the glob. Because of this public expectation, government agencies
cannot Jimit their risk management operations to issues of insurance or
the safety of their emplovees and service recipients. Elected officials are
going to he held accountable whenever there are threats to Jife or
property in any domain where there is {or were there was) government
presence in any way Le.g., as provider or as a regulator of goods and
gervices). Since we know that in the aftermath of any unfortunate event,
whether its man-made or not, one of the accusing fingers is likely to be
pointed at government does it not make sense to address possible risks

Lefore hand in order to optimize the response to them?

I. A Paradigm Change: From Governing to overnance

A paradigm change from governing to governance took place in the
last part of the 20th Century (Men 1998, Adashead and GQuinnl398,
Mayntz 2002, Rhodesl998 Halachmi 2003). The notion of movernance
hawve heen used by various writers {Mayntz 2002, Halachmi 20037 to
depict a deliberate effort by public officials to meet the welfare needs of
citizens in a hetter way throngh partnerships with other elements of the
civil society. The purpose of such partnership iz the overcoming of at
least three major obstacles to government operations namely: limits on
action due to governmental structures, institutions or procedures, reduce
the high profile of agencies ag part of de-regulation and reducing the cost
of doing hbusiness and, constraints on the akility of governments to
mobilize new resoarces or to Junch new activities. From pragmatic point
of wiew a]l this translated into contracting out and load shading by
agencies at a]l levels of government. Howewver, while more activities that

used to he performed by government and others that showld hawve heen



performed by sovernment hecame the domain of for-profit and
not-for-profit organizations little has Lheen done to address the issue of
comprehensive risk management. Thus the current literature ahout public
gsector productivity, finance or welfare iz missing critical discussions
about one important guestion namely, how current governance practices
enhance {or undermine! the management of risk. Addressing this issue is
important hevond its possible implications for homeland security of every
country since the management of risk, broadly defined, includes {or
should include) issues of financial solvency of pension funds and other
welfare, health, education and pubklic works accounts. The gquestion that
comes to mind at this juncture is why is it that in an area of renewesd
calla for gowvernment to he managed more like a husiness ao little been
done unti] recently in comparison with the intensive development of risk
management operations at we]] managed corporations in the private
sector?

To understand the issnes inwolwved in the dewelopment of risk
management in the public sector {or the Jack of such progress) we need
to understand the dynamics of the shift from governing to governance.
Sabel and O'Donnel {2000} assert that quietly, without the raucous clash
of party and program that marl even Jesser stirrings, democracy iz on
the mowve. They note that the economic turmoi]l and political rewolts of
the 70z and 80z together with the glokalization of world markets that
continues today resulted in Loth renewal and disruption. At the loeal
lewve]l, they note, citizens in many countries are direct]ly participating with
government in solwving problems of economic development, achooling,
policing, the management of complex ecosystems or drug abuse. Their
guccesses, though manifestly fragile, already suggest possibilities of
public co-ordination that even recently seemed heyond reach. According

to Sable and O'Donne] (2000} central sovernments of nearly a)] political
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colors encourage such participation by devolving anthority to lower lewvels.
Thiz observation is consistent with the position taken other writers (MNen
1998, Reid 1999, JRF 2001} akout current and future reshaping of local
anthorities. Sable and O'Donnel (2000} point out that governments have
Leen Joosening the grip of public hureaucracies on the prowision of some
gservices while whaolly privatizing others. As illustrated in Reinventing
Government  {Oshorne and Gabler 1992) central governments can
tolerate Jocal experimentation by walving formally, or through inaction,
their statutory rights to specify how programs are administered.

The central movernment tolerance of such developments by lower
leve] authorities seems to suggest that the center is reforming itself not
by changing its mode of operations hut through a change in its role as
provider of certain goods and services. Sabel and Q'Donnel (2000:1) note
that such wiew of the central government is remarkable more in its
capacities for self-limitation and dis-entrenchment than its positive
abilities to co—ordinate and construct. An important ohservation when it
comes to explaining the slaw pace of deweloping risk management
activities. The authors are guick to point ont that when viewed from the
local problem-solving units, the central sowvernment seems indispensable
ag an ally in the consolidation of nascent innovations, hnt capriciously
unreliakle in its ignorance of Jocal circumstance and its own potential to
foster dewvelopment. The two perspectives offered by Sable and O'Donnel
take government as digjointed and fragmentary, not formative and
framing. In this they invite gquestions about the practicality and
legitimacy of representative democracy, which centers law making in the
legiglature, in a world where the centre devolves more than it directs.

Arcording to Carmichae]l {2002) whereas government is concerned
with the formal institutions of government, governance signifies a change

in the meaning of government, focusing upon wider processes throngh



which public policy is effected. To use a Mintzherg | 1987) like language
policy is an emergent plan of action rather than a klue print that is
followed by all participants in the policy making process. Governance,
(Carmichas]l  (2002) sumsests, refers to  the development and
implementation of public policy through a broader range of private and
rublic  agencies than those traditionally associated with elected
government. Thus, government is increasingly characterized by diversity,
power interdependence and policy networks {Peters and Pierre 1998,
Mayntz, R, 2002, Rhodesl9968). According to Carmichae) (2002) there is
a hollowing out of the nation-state as functions are either pooled
upwards to supranational hodies like the EUJ, downwards to dewvolwed
administrations and regional bodies, and outwards to ciwil serwice
agencies or even removed from direct puklic sector involvement altogether
Lv privatization.

Stern (2000:1) notes that by the 1990s a subtle new concept was
making its way through development seminars and research studies. This
concept was ‘governance . The term, he notes, began to be used in the
development literature in the late 1980z, particularly in Africa. According
to Stern {2000} the Report of the Governance in Africa Program of the
Carter Center in Emory University in Atlanta spoke of governance as “a
broader, more inclusive notion than government and the general manner
in which a people iz moverned. As cited in McOarney, Halfani and
Rodriguez (1995 94) governance can apply to the formal structures of
government as we]]l as to the myriad institutions and groups which
compose civil society in any nation’.

A more restrictive and state-centered wiew was that of the World
Bank, which defines governance as ‘the manner in which power is
exerciged in the management of a country’s economic and social resources
for development {World Bank 1992 3).
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A lengthy discussion of governance - as it applied to whan examples
throughout the deweloping world - concluded that the important element
that was explicitly lacking in many official and agency-based definitions
was the connection of government, and particularly local government, to
emerging structures of civi]l society. Accordingly, Melarnevy, Halfani and
Rodriguez {1995} proposed to define gowernance as the relationship
between civi] society and the state, hetween rulers and ruled, the
government and the governed (MceCarney, Halfani and Rodriguez 13995,
95). Stern (2000:1) cdlaims that this definition [(of governance] was
picked up by other researchers writing abhout comparative local
government in developing countries angd was eventually established as the
essence of the UUNDF's definition. In its publications TJNDE offers the

following definition:

Chevernance can fe sean as bhe exercise of economic, polifical
end administrative suthority fo menage & counfry’'s affairs af
all  fevels, [ comprizses the mechanisms,  processes  and
inefituticns threoel which offizens and groups arficolafe fheir
interests, exgraise their fegsl rights, meet thelr ohligaficns and
mediate their differences (TTNDP 1997, 2-3),

McCarney (1999) ohserves that when governance, defined as the
relationship between civil society and the state, is considered at the local
level. A notion of urkan sowernance helps to shift thinking away from an
equation with good government and, more generally, from state centered
perspectives that have predominantly focused on urban management.
Arcordingly, an urban governance framework, he claims, allows us to
include elements which, in conventional terms, are often considered to Le
outside the public policy process. These elements McCarney {1999)

asserts are instrumental in the socio-economic and cultural dewelopment



of third wor]d cities. They are highly responsible for shaping the urkan
landscape. These elements according to McCarney (1999 include a
smorgashord of community players such as civic associations, ‘illegal
operators, ‘informal sector organizations, neighborhood groups and social
movements. Through their interactions with each other and with wvarious
government agencies at wvarious levels of government these plavers
influence the morphology and development of urban centers.

McEinlay £1999) concludes that what MceCarney is describing is a
situation common in developing countries of civi] society organizations,
both forma)l and informal, filling the void created by lack of capacity on
the part of forma)] organizations of the state. Howewer, it is not hard to
see that the same may be true in the case of many developed countries.
This possible conclusion is consistent with a more recent claims by Dror
{2001:3) that {1} the guality of governance constitutes a major variahle
shaping the future of societies, states, and humanity as a whaole and, {2
that this is the case despite contemporary illusions that free marketz and
civil society can he relied upon to bring about by themselves a positive
future.

Like other writers {(Peters and Pierre 1995, Bjrk and Johansson
1999 McKinlay {1999} notes that under the impact of globalization the
capability of national governments in developed countries to intervene in
pursnit of desired outcomes gradually diminishes. The economic problems
of Japan in recent years may be a case in point. For our purposes here
the main difference hetween the perinds hefore and after the end of the
cold war iz the frequency with which a Jack of government capacity to
intervene and secure the necessary conditions for a smooth functioning
of civi]l society manifest itself. In a deweloping country context, the lack
of capahility on the part of formal government institutions, whether

central or local, is immediately apparent (Wunsch {n.d)} vet it may not
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be as crippling as it is in the case of developed countries.

The lack of gowernment’'s capacity to intervene to restore the
conditions necessary for a civil soclety, e.g., to stop riots, Jooting or wild
strikes, necessitate the mohilization of other means to restore the said
conditions. This, in twrn, suggests that the formal structores of
government are just one of the means awailable to the community {ciwil
soclety) to pursue its ohjectives. Purthermore, it proposes that the
necessary means for attaining important societal ohjectives mav not
alwaws be availahle no matter how critical the specific issue mav be to
the good governance of the community. From this perspective, governance
appears as the process of the community involving its preferred futures
and choosing the appropriate means for pursuing those.

A gimilar perspective on governance comes from the worlk of the
zowernance Co-operative. In a paper published in June 1938, the

(Fowernance Jo—operative declares:

Tovernance has to do with the insiifufions, processes and
fraditicng for dealing  with jsswes of poblic inferesf. [T iz
copcerned with fow decisions are fefen and with fow oifizens
for stekeholders! are acoorded woice inm this process [om s
eary IBFm SoVernmenit was Secn as a proosss whershy offizens
came fogether fo deal with poklic buginess Today, sovernment
Tg viewed ag cme of geversl ngiifufional plavers, [he buginess
ar fefor, with ifte cwn inferesfs The emersence of fovermment
a8 & free-sfanding creanization fn sochely with ife own asendas
and interests has orealed the need for & word fo desoride &
process distinet fom sovernment fealll (Mofinlay 1993}

March and Olsen ¢1995:248) assert that the democratic creed is
predicated on the possikility of improving the organization of society and



therehy the akility of citizens to achieve their purpose and Letter their
lJot. But how can the organization of society be improved? As can be
derived from the previous review of scholarly perspectives., moving {rom
governing to movernance is one way of doing it. Howewer, the guestion
remains as to who is responsible for risk management in the aftermath of
such a move? In other words, it is bad enough that government agencies
may not have the capacity to address important issues or handle difficult
gitnationa. It is not wery encouraging that government mmst relay on the
cooperation and functioning of non-governmental entities that mav not
hawe the service of the public interest as the primary guide or first
priority. Howewer can the public tolerate any uncertainty concerning the
responsibility for handling a tangible threat to life and property? Is it
not the case that to most citizens gowernment officiale should be held
accountable when it comes to risk management in either the public or
private sector? Are public outery and media criticism of public officials
not as harsh in the aftermath of a hank or any corporate collapse than
they are following a snafn by a government agency? The reality that
following any major disturbance the blaming finger eventually points to
government officials was we]l demonstrated by the hlackots in California
in 2000 and 2001 (PBS 2001} and more recently by Greatest Blackont in
American History on Augnat 14, 2003, The fifty million people that were
left. without electricity on & hot afternoon in Auenst 2003 did not care
that ntility providing the electricity to Mew York City, Consolidated
Edigon, where it a]]l began, was a private entity. Mor did they care
weather the problem started in New York or Canada or if the proklem
was in the electrical grid that connect the warions utilities or lack of
power generation capacity anywhere. PFeople expected, and zot public
officials such =as the Mayor of Mew York, the Gowernor of New ¥York and
even the Fresident of the United State and Canadian Frime Minister to
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step forward and do their best to address the guestions and concerns of
the public (NY-Times 2003a, 2003L, Boston Glob 2003, ABQ MNews 20083,
Reuters 2003, McKinley 2003). The common blame of deregulation in
Loth cases of electricity disraption provides another interesting insight
for our purposes here namelv, that regulations is {an alternative or an
optional) instrument for carrving out the government’s role in risk
management.

For the purposes of this paper the corresponding implications for risk
management which result from migration or paradigm shift from

governing to governance can be summarized in the following way:

governing has te de with contrel while governance has to do
with steering, Governing 1z the scle rrercgative of governments
hecauge 1t Inwvelves the possible use of ceerclon  while
governance  invelves cooperation  and  cellaberation  among
multiple governmental and nen-gevernmental acters  with
diverse econemic and nen-econermic interests,

The Implication for risk management 13 that under Coeverming
the authorities can force all entities to manage rizk uszing its
regulatory powers, Under Sovernanos the autheorities must find
octher wave to Induce rizk management.

overning 13 state centered while governance assumes a
polvcentric {or at least a decentralized) institutional structure
with the gevernment apparatug ag only cne of geveral centers,
Simultanecusly, n concert or independent of each cther, these
centers are seeking legitimacy, initlating variety of programs,
competing for and mobllizing public and private rescurces.

The imelicaticn for risk management 13 that there 13 no reascn
te assume that sk management plang which are developed



independently of each other would scmehow be synchronized,
be conglztent with each cother or weuld not undermine each
other., There iz ne invizible hand te  cocrdinate  risk
management effort unless government steps in to do it

Coverning takes place within the naticnal or internaticnally
recognized borders of a given pelity while governance regults
from interactions within and acress such berders, Cowverning
agsumes the existence soverelgnty, zcle jurisdiction and a clear
hisrarchy of norms (i.e., a legal svstem). In the governing
framewcrk acters have elther primary or subsidiary reles te
gach  other.  Giovernance, on the  other  hand, ik
multidimengicnal, It tclerates multiple jurizdicticns, alfernative
gets of values with acters plaving either rrimary or subsidiary
rele in some public policy arena and a different rcle in other
rublic pelicy arenas,

The 1melications for risk management 13 that risk management
cannct be bazed on any assumption that has to de with
territoriality. Risk cannct be related to a specific gecerarhy as
illustrated by the SARE epidemic of Winter 2003 which affectad
Hong Kong and Teorento independently of each cther. Hence
rigk cannct be defined by a reference to a unique scurce that
can  be defined by  berders, that fall under specific
lawsurisdiction or, by whether it 1s {or can be} contrelled by
any one gevernment,
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. Risk Management: A Brief Review of Public
sector Approaches in Selecte Countries

A according to the Awstralian Anditor General Office {http:/fwaw.
andit.sa.gov. a/98-99/a3 reform htm) risk identification and management
provides a basis for facilitating the estahlishment and maintenance of
effective internal control structures within public sector agencies. As such
the review of risk management practice within agencies iz fundamental to

that Department’s andit mandate and anditing activities.

Risk management has been a prominent factor in the wvaricus
pelicy  and  guidance  framewcrk  Initiatives by Australian
government 1n recent vears ag illuztrated by the evclvement of
The Australian/New Zealand Risk Management Standard
between 1925 (RMR 2000} and 1299 when specific provisions
te fit the public sector have been added The Treasury Beard
of Canada Becretariat built on that baze and created an
integrated risk management framework for government in 2001,
In a correspending develepment in the UK Hisk: [meroving
government’'s capability to handle risk and uncertainty was
published by the UK's Strategy Unit In November 2002, That
publication was a direct result of recent crizes in the UK that
included the Mad Cow dizeaze, rall zafety izsues, undesired
envirenmental change, and, of course, the shock of September
11, 2001, The British publication iz a certain admission that
government has lest public trust by falling to address many
rigks as well ag 1t gsheuld, The Hepert, plug its =iy majcr and
g6 gpecific recommendations, will be implemented within the
next twe vears, In hiz Ferewcrd, Prime Minister Tony Blair
confirms that  risk  manasementgetfing the right balance



between Inncvation and change on the one hand, and
aveldance of shocks and crizes on the otherls now central to
the business of goed government. Ameng the cther important
contributions of this repcrt are the fellowing peints

Firat, the repcrt acknowledsges that all states are at root
guarantors of the security of thelr dfizens and that public
eypectations are creating new demands for that gecurity, The
nature of rigk haz changed because of the rapid pace of
develepment of new aclence and technelegy and because of the
greater connectedness of the werld, The repcrt savs in 3¢ many
words that governments, Including the UK government, must
take a new apprcach to rigk and uncertainty,

Zecond, the Reaport reccgnizes that the language of rizk
management continues to be unclear, even messy, confusing
both the public and gevernment officiala. It tries to redress the
balance, defining boeth sk and rizk management in genzible
terms. Risk refers to uncertainty of cutcome, whether positive
cpecriunity of negative threat, of acticns and events. It iz the
combination of likeliheod and imepact, including perceived
importancea,

Bringing the idea of risk perception inte thiz definiticn iz
glgnificant becausze In the aftermath of an undesired euperience
rerceptions  influence hoew pecple fael and thus hew they
resrend to ensuing congequences, Thiz was addressed in earlier
publication as the second crder effects of an  emergency
{Halachml 1378}, The second order effects influence the
ultimate Impact and cost of any disruptien. The apprcach of
the TIE repcrt i3 consiztent with the concept of second crder
congequences ag illustrated by 1ts proposed definition of Risk
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Management, Acccrding to the repcrt Risk Management covers
all the procegges nvelved in identifving, aszessing and judging
rizks, taking actions to mitigate cor anticipate them, and
menitering and reviewing process, It sheuld be neted alse that
the zaid repcrt carefully avelds the trar of measuring risks,
response and results primarily in financial terms. In the long
run the pavchelegical impact of a traumatic event can eazily
exceed the market walue of Jest assets, Thus preparing to deal
with risk must include provizicns for dealing with damage to
nen-tangible aszists including the welfare of humans that are
effected by it

In a speech to the Mationa] Institute for Governance Oanberra lan
McPhee (2002}, Deputy Auditor Jenera] of Australia, pointed out that
the challenge for public sector managers is to hLalance a range of
oljectives which include: achiewing the mwst cost-effective program
outcome consistent with government policy and legis]lative requirements,
meeting customer service ohligations, investing in innovative approaches
to improve program design and administration, providing employees with
rewarding Jjohs and development opportunities, and liaising effectively
with Ministers and other stakeholders: all in a responsive and courteous
manner McFhee {2002} acknowledged that public sector managers aceept
these responsibilities, and would probakly add a few more to hoot. Yet,
he pointed out, that while there may Le nothing new under the sun, the
compination of dJdifferent circumstances in our environment reguires
managers to have a disciplined approach to planning for, and gauging,
the hLest management strategy or response in all of the circumstances.
Risk management in his opinion forms an important component of this
disciplined approach. Such direct reference to risk management was not

common in Anstralia ten or fifteen years ago.



Risk management, McPhee {(2002) noted, was often seen as a
defensive stratesy in keeping with the more risk averse colture of the
day. More recent literature and practice indicates that risk management
should also be seen as a vwehicle for identifving positive husiness
opportunities. We see this particularly in public private partnership
arrangements where risk sharing iz central] to such arrangements.
Importantly, risk management strategies must flow into the corporate
angd husiness-planning approaches of entities so that they are integrated
into the management actions of staff at al] levels in the organization.
This reqguires the organizationa] planning timetakble to allow for risk
identification and treatment to be contemplated shead of the traditional
corporate and business-planning processes.

The challenge for public sector managers, according to WMcFhee
{2002) is to balance a range of ohjectives in a wav that achieves the
best overa]]l program ontcomes and other organizational goals. In his
worde Fffective governance arrangements reginre  those chsrged  with
gnvernance responeibilities to identify husiness risks. sg weall 58 poteniiaf
opporbunities, and ensiie the estabiishment of appropriste processes and
prachices to manasse, inoan integrsted way, sl sfgwfcant rigks sseocisted
with the organizstion’s operations. McPhee went on to assert that in the
public sector there iz a need to consider an agency's full range of
responsikilities, including their particular responsibilities to  their
Minigterég). It iz fairly we]l]l accepted, he noted, that agencies should
hawve in place adeqnate information sources and systems to inform
Ministers in relation to their executive responsikilities, including those
relating to policy dewelopment and the monitoring of existing policies.
The implication of that is that agencies should take a broad rather than
narrow wiew of their responsibilities and the range of risks that
potentially attach to them. This hroad wiew should Le informed by
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Ministers’ own views.

McPhee noted {(2002) that these changes are occwrring in
organizations that have traditionally been regarded as risk awerse. The
public sector reguirements for accountability, probity and emphasis on
ethice combined with the scrutiny ower the actiwities of puklic sector
officials, particularly in the Australian Fublic Service exercised Ly the
parliamentary committee processes, have tended to reinforce a risk
averse culture. The tension that is created by this culture and the need
to operate using modern risk management principles is recognized by the
Chair of the Joint Committee of Public Accounts and Audit {cited by
McPhee 2002) who has ohserved that:

I vrder fo manase rishk you bave fo fake riske, offerwize we
#5 back fo & rigk averse pullic seofor.

The importance of taking a whole of organization approach to the
management of risk cannot he underestimated. Carrent approaches are
too firmly entrenched in command angd contro]l and thus rooted in the
past and the culture of risk aversion. Such practices may not he suitakle
for dealing with an entity’s continually evolving risks and opportunities.

An Enterprise—wide Risk Management posture should help any
organization aligns strategy, processes, people, technology and knowledge
with the purpose of evaluating and managing the uncertainties the
enterprise faces as it creates walue.

In Mew Fealand they reason that The management of risk is one of
the fundamenta) responsibilities of an organization’s zoverning bodw, for
obvious reasons: if major risks are not managed, they hawe the capacity
{in the worst cage) to destroy an organization, and, in less dramatic

instances, adwersely affect the ahbility of the organization to achieve its



objectives. {Good Gowernance Group 2000)

The currant writinge abont risk management seem to he in
agreement that the study and management of risk is important to any
organization. This literature highlights two important points. The first
point iz that increasing levels of risk in any business plan should Le
compensated by increasing lewels of reward. The second point is that as
part of the community evervy organization has a social obligation to a
wider group of stakeholders than the one it uses for compiling its core
Lusiness strategy. This iz particularly so in the case of those
organizations which are integral to the we]l-being of any compmnity, ie.,
those that provide essential goods and services..

A comprehensive risk management program is one mechanism for
ensuring that the organization achiewes its ohjectives, and that the
ohjectives of the organization’s stakeholders are managed. The key
aspects of the design and implementation of a comprehensive risk

management program are:

The pregram sheuld ensure that the creanization 13 able to
realize the upsides in adepting risk pesitions as well asg
managing of lImiting the dewnside rizk:

The pregram needs to be driven by the executive to bhe
guccezaful  and  cccur througheout  the  organization-wide
approach

Rizk must be reccenized as being of high impcrtance within
the crganization and the risk appetite of key stakehelders must
be appreciated. and

The rigk management program must identify which rizks need
te  be addressed, analvze the identifiled rizks, allecate
congequences,  determine 1f the rizks are managed or
unmanaged, establish probability and severity of cccurrence
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{(high, medium cor low), develop an Impact assessment of high
probabilitv/high  severity risks f{kev risks), establish the
strategy for addressing these rizks by insuring {(ie.. selling
the ¥izk or by sharing it with others so that cost of rizk flor
ensuing damage} 15 spread and can be born by more than one
anfity,

Regardless of whether the alm iz te remove or manage the
rizk, the risk management program must establish the fime
frame within which varicus acticns need to bhe performed and
the acope of the cost for implementing the risk management
pregram, Witheut concrete terms te address the fiming and
cost l3sue a ¥lak management program i3 a wizh list ab beat
and a dangercus excige In gvmbelic poelitics

Arcording to Gruber (2002) assessing the management of risk as
part of assessment of agency performance is starting to hecome a regular
activity in the USA. Gruber {2002) reports the finding of a Government
Arcounting Office {QAD) report that found that nearly 8 percent of
major federal agencies hawve made progress over the past two years in
addressing thelr bigzest management challenges which GAP Jabe] high
rigk.

Beginning in 1999, GAD has compiled a Performance Accountability
and High Risk Update with a high-risk list, every other wvear. The Jist
wag streamlined from 26 to 22 high-risk agencies and federal
management programs when it was Jast compiled in January 2001,

From September to October 2002, GAQ analvzed agencies’ fiscal
2011 performance reports and figcal 20023 performance plans, reguired by
the 1993 Gowernment Performance and BResults Act, to see how wel]
agencies have responded to two gowvernment-wide high-risk areas

identified in 2001: strategic human capital management and information



security. The report {GAOQ-03-225) also looks at how agencies have
addressed their unique management challenges.

of the 23 agencies reviewed, 18 took action to remedy all high-risk
management areas in fiscal 2001 and 1§ plan on doing more to overcome
management challenges in fiscal 2003. Fiwve agencies, including the
Muclear Regulatory Commission, FEducation  Department,  Justice
Department, Federa]l Emergency Management Agency and the Agency for
International Development, failed to report any progress in improving at
least one of the specific challenges they faced.

A]] 23 agencies reported progress in dealing with strategic human
capita]l management issues, an area added to the GAO's high-risk list in
20]1. In addition, 21 of the 23 agencies described progress toward
enhancing information security in their figeal 2001 reports.

In meneral, Gruber {2002} notes that according to GAD reports
agencies needed to do a hetter joh of finding measures to evaluate
progress on management challenges. For example, the GAQ noted that
the Federal FEmergency Management Agency’s annual report said the
agency planned to streamline ite organization and dewelop its worldforce,
but the report listed no measures to track progress in meeting either
goal.

Agencies also had trouble making progress in addressing their own
gpecific management challenges, the GAD report zaid. The Housing and
Urkhan Dewelopment Department, which responded to an agency—specific
challenge by planning to improwve overgight of its single-family mortgage
programs, was an exception.

Officials from the 23 agencies agreed with the owerall GAD report,
but expressed concern owver the accuracy of a few technical details. GAD
plans to compile a new list of hish—risk areas and releaze it in January

2))3 in its hiennial Performance Accountakility and High Risk Update.
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The GAD report suggest progress on risk management hut this progress
iz limited. Agencies respond to GAD concerns ahout operational risks hut
hawe wvet to dewvelop a robust in howse capacity to identify and address
strategic risks. There is also no indication that agencies follow the advise
of the Australian Deputy Auditor General. as reported earlier, namely to
develop a2 broad rather than narrow wiew of thelr responsibilities and the
range of risks that potentially attach to them and that this view should
be informed by the Secretary own views. By the same token the recent
report from the TUJ34 does not sugsgest that agencies are taking a
proactive approach to risk management Ly attempting to share risks
throngh partnership, by considering expected walue of anticipated desired
results amainst the <{negative} walue of possible undesired ones to
maximize returns. Last, but not least, the GAD report says nothing
about any progress in the UJ5A when it comes to assessment of risks and
their management by warious entities outside movernment {such as
MN3Os) though they may be important partners in the governance
DrOCess.

The approach of the PFederal Government in the IS4 to risk
management should, howewer, be examined in its political context as this
context influences the direction it is taking. A simple review of the
activities and policies under the Clinton and George W. Bushes'
Administration can illustrate thiz point. Under the Clinton Administration,
the liberal and Democratic Farty wiew of the role of government justified
a proactive approach to risk management which was adwvocated in
connection  with Executive Order 12886 of Septemberl293  (http://
nsgovinfo.about.comy/library/bills/blecl 28868 htm). The menera] purpose of
ECQ1258668 was to ‘enhance planning and coordination with respect to both
new and existing regulations; to reaffirm the primacy of Federal agencies

in the decision-making process. to restore the integrity and |egitimacy of



regulatory review and owersight: and to make the process more accessible
and open to the public” The order amended and consolidated previous
related Executive Orders issued Ly Fresident Reagan. According to Bruce
Curtis, DOE's {Department of Energy) 1995 risk management plan was
derived OR 12866, The cover letter which explains DOE's principles for

using risk management goes on to say:

Az stated in Executive Order Mo, 12868, "In setting resulatory
rricrities, each agency shall consider, to the extent reascnable,
the degree and nature of the risks pozed by varicus substances
or activities within its jurisdiction’ [Zection 1{b}{4)]. Further,
in develeping regulations, federal agencies should conzider
" how the action will reduce risks te public health, safety, or
the envirenment, as well az how the magnitude of the risk
addregzed by the action relates to other rizks within the
Jurigdiction of the agency [Section 4(c)(1}D}]. {Curtiz 1995}

Yet, with the chanze of Administrations, as regulation weary
Repuhblicans with their view that less government iz better took owver the
White House we can see a different approach. This approach attempts to
minimize the raole of government in any respect and in particular when it
comes to regulating non  governmental entities.  Accordinglv, OB
released in July 2002 a MNew Business Reference Mode]l to Improve
Agency Management. The Business Reference Mode] is an analytical too]
that iz aimed to provide a common understanding of the federal
Government’s business operations. The model iz shaped like a pyramid
and consists of three parts’ services to the citizens at the top. support
delivery of services at the middle of the pyramid and internal
operations/infra structure at the bottom of the pyramid. In this mode],

risk management hecomes an internal function. Under the label internal
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risk management and mitigation risk management became part of the
middle section of the pyramid support delivery of services. This approach,
though it mavy ke consistent with common business practices in the
private sector may prowve to he short sighted. With the current change of
governmenta)l responsibilities duwe to the transition from soverning to
governance, the reduced role of sovernment inwolvement in the direct
provision of goods and  services does not  translate to redoced
responsikility for them. In fact, there iz a good chance that precizely
because government is not directly inwolved in producing or delivering
goods and services, as it used to in the past, the public looks to public
officials to assure no disruption to its welfare. Recent critical views of
the government role in regulating economic activities to assure the
integrity and wiability of the market place. The cases of failed
corporations, energy shortages, cost of health serwices are some examples
that illustrate this point.

The currant culture that advocates risk management hawe wet to rise
to the new challenges and the new risks which result from the transition
from moverning to governance. As {llustrated Ly the case of ENROMN and
Ly  recent litigation Ly forelgn corporations against the USA under
Chapter 11 of NAFTA {in place allegedly to protect the rights of
investors) gowvernment agencies fai] to do proper risk management. In the
cage of MAFTA actions or Jack of actions by NGOs inwvolwed in setting
accounting standards or firms in the business of energy or accounting
resulted not only in wviolation of the social responsikbility standard bhut in
violating common principals of accountakility and transparency. In the
cage of the MAFTA ]itizations, sowernment institutions such as the court
and jury svatem, anthority of local governments and residents to manage
their enwironmental risks to health and safety are challenged because

they interfere with the profit making of corporations.



In other words the move from governing to governance did not result
in corresponding demands that active participants in the process assess,
disclose and manage the risks their operations may pose to soclety or

other participants in the process.

V. Concluding Remarks

For one set of reasons we have witness during the later part of the
20th Century a global migration from soverning to governance. This
paradigm shift resulted in corresponding changes in the division of Jakor
Letween government and other providers of goods and services from the
private and not-for-profit sector. During the same pericd and for another
get of reasong governments minimized their involvement in regulating
the production and provision of goods and services by non—governmental
entities. GQuality, safety and any possible implications for the public
interest were left to he handled by the invisible hand of the market
place. The synergetic result of the two developments is the aksence of a
central or coordinated effort of risk management and planning for
contingencies that inwvolve concrete threats to the physical, mental or
economic we]lheing of citizens.

Az it appears now, mavbe the efforts to reduce the economic and
political cost of governments’ operations did not menerate a]] the desired
political and economic gains. In the United States, this possibility seems
to he illustrated Ly the aftermath of the electricity shortages in
California during the Summers of 2000-2002 and the hLig blackout of
August 2003 in Mew York and other parts of the TJSA. In either case
deregulation of the industry or allowing the industry to carry out its own

risk management proved to he a political and economic disasters. The
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deliberate actions to reduce government involwement in the production or
provision of goods and services on the one hand or in their resulation
reduced the economic and political cost of sovernment operations in the
short run. Howewver these activities did not absolve sovernments and
elected officials from direct responsibility for the consequences of
undesired developments. In the case of (alifornia re—call of Governor
Davis who iz scheduled for Octoher 2003 and legislative investigations of
the Big Blackout of 2003 at the State and Federal levels are underway
at the time this paper is being written. The likely result in either case is
going to be greater government involvement in production, provision or
regulation of electricity in the UIS4 at a greater political and economic
cost than it used to be. As pointed out elsewhere (Halachmi 1991} the
common response to any breach of computer security iz wsunally more
excessive (and thus more elaborate more demanding and more expensive)
than what it would hawve talken to prevent it in the firgst case. The
reaction to the electricity problems of California in 2001 and in the East
of the [JSA in Summer 2003 are going to follow the same pattern. ¥et,
one must ask what are the implications for local gowvernments and risk
management in other places?

Az T gee it government agencies cannot afford to continne with the
currant practices of risk management. Local authorities, for example,
manage rigk at this time by planning for the event that something had is
cansed by its emplovees, its equipments or to someone who is visiting
the buildings and srounds thev own. Local authorities handle such rizsk
through self insurance, by buying insurance from commercial providers or
by various arrangements of risk sharing. Howewer, little iz done to plan
for contingencies where the risk to agency operations iz from sources
outside government. At this time, even less iz done to prepare for risks

to innocent third party within the geocgraphic houndaries of any Jocal



authority by operations of non—governmental entities or act of nature. As
pointed out in this paper governments and elected officials are heing held
accountakle for any such miss-happening. For that reasons it hehoove
agencies and elected officials to look for efficlent way to plan for the
management of threats to the wellbeing of their citizens from sources

that are not fully under their contral.
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